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SYSTEMS AND PROCESSES NEVER TELL YOU THE WHOLE STORY. BUT COMPLETE AND AUTHENTIC LOGS ARE
A PREREQUISITE FOR BOTH PROPER IT OPERATION AND COMPLETE AUDITING & COMPLIANCE — INCLUDING
EFFECTIVE DETECTION OF FRAUD AND ABUSE. YOU MAY NOT BELIEVE THIS, BUT ESSENTIAL AND HIGHLY
CRITICAL ACTIVITY ON YOUR RECOGNIZED Z/OS MAINFRAME SIMPLY DOES NOT COME TO YOUR ATTENTION
SINCE IT IS NOT LOGGED OR PROPERLY PROTECTED.

THE TRIAD OF SMART AND SMOOTH 2/OS COMMAND AND SYSTEM SERVICE VERIFICATION INCLUDES LOGGING,
BLOCKING AND MODIFYING. SF-NOEVASION FOR z/OS PROVIDES THE ULTIMATE HARDENING AND
TRANSPARENCY OF YOUR AUDIT TRAILS AND SECURITY MECHANISMS AGAINST INFORMATION SUPPRESSION,
BYPASSING, OR FRAUD AND ABUSE. IT ALSO IMPROVES AND ENHANCES CRITICAL SECURITY CONTROLS TO ALLOW
HIGHLY PRECISE AND FLEXIBLE DECISIONS ON THEIR USAGE! BECOME THE BOSS BY FINALLY KNOWING THE
COMPLETE STORY ON WHAT'S HAPPENING ON YOUR Z PLATFORM!

THE PLUG & PLAY REAL-TIME SNIFFER, SPOOL MONITOR, FILE WATCHER, UNIVERSAL LOG SCANNER AND EVENT
FORWARDER FINALLY LETS YOU FEED ALL YOUR SECURITY AND COMPLIANCE MONITORING APPLICATIONS WITH
EVENT DATA — WITH UTMOST COMPLETENESS AND SPEED. THE INCLUDED PC-BASED SYSTEM FOR SECURITY INFOR-
MATION AND EVENT MANAGEMENT (SIEM) PROVIDES A HIGH-PERFORMANCE AUDIT WORKFLOW. AS AN OPTION,
IT LETS YOU ALSO INCLUDE EVENTS OF NON-MAINFRAME PLATFORMS, SUCH AS WINDOWS, UNIX, LINUX, ETC.

HIGHEST SECURITY AND COMPLIANCE LEVELS FOR THE Z/OS MAINFRAME PLATFORM ARE REQUESTED.
ALL SECURITY AND COMPLIANCE STANDARDS, LIKE SOX, PCl, ISO, FERC, DOD, HIPAA, ETC., CLAIM FULL (100%)
TRANSPARENCY AND THE ABILITY TO AUDIT COMPLETELY ALL PROCESSES IN YOUR COMPANY'S IT. MISSING AUDIT
INFORMATION REPRESENTS A TOP-LEVEL RISK, IMPLYING THE IMPOSSIBILITY OF EFFECTIVELY DETECTING FRAUD,
ABUSE AND NON-COMPLIANT BEHAVIOR.

BUT HOW CAN INCOMPLETE LOGS BE POSSIBLE ON PLATFORMS HAVING RECEIVED THE HIGHEST LEVELS OF
[SECURITY] CERTIFICATIONS? YOUR FEAR IS REASONABLE! VARIOUS PROCESSES MAY BE INVOLVED, SUCH AS INVALID
SYSTEM CONFIGURATIONS, CRITICAL SYSTEM SERVICES SUPPORTING "NO LOGGING" FEATURES, TRICKY LOG
SUPPRESSION, BYPASSED SECURITY MECHANISMS, AND MUCH MORE. HIGH-VALUE COMPLIANCE CERTIFICATIONS
MAY EASILY BECOME INVALIDATED IN CASES OF INCOMPLETE AUDIT DATA. SKILLED SOFTWARE VENDORS, STAFF, OR
PARTIES WITH ANY MALICIOUS INTENT MAY EASILY DUPE YOU BY HIDING THE "ACTUAL TRUTH", AND, FURTHERMORE,
PUTTING INTO QUESTION YOUR COMPANY'S COMPLIANCE AND THE LEGAL PROTECTIONS OF YOUR AUDITING.

SF-NOEVASION INCLUDES THE EXPERIENCE OF PENETRATING AND ASSESSING MAINFRAMES FOR OVER A DECADE
TO ACHIEVE EXTREMELY SECURE ENVIRONMENTS. IT PROVIDES COMPREHENSIVE AND SMART COMMAND AND
SYSTEM SERVICE VERIFICATION TO COMPLETELY AUDIT AND PROTECT ALL CRITICAL Z/OS COMPONENTS, INCLUDING
SECURITY SERVER (RACF), USER AUTHENTICATION, USER PASSWORD CHANGE, CONSOLE COMMANDS, FTP, AND
MUCH MORE. AT LAST, YOU DON'T HAVE TO PUT UP WITH ANY POTENTIAL WEAKNESSES RELATED TO YOUR AUDIT
TRAILS, AND YOU CAN FINALLY ACHIEVE THE HIGHEST LEVEL OF AUTOMATED CONTROLS AND COMPLETENESS IN
YOUR COMPLIANCE STRATEGY!

YOU FINALLY KNOW THE WHOLE STORY THAT IS ESSENTIAL TO BECOMING REALLY COMPLIANT AND SECURE!
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» Environmental and operational facts:

+ SF-NoEvasion lets you review Security
Server (RACF), console and FTP session
commands as well as user authentica-
tion, user password changes, system
command service calls,and much more.

« It is available for z/OS, and works in
accord with all common security sys-
tems (Security Server (RACF), CA-ACF2
and CA-TSS). Some feature's availa-
bility depends on the security system
in use.

+ No operational risks are involved. SF-
NoEvasion supports warning modes on
several levels, and performs compre-
hensive reviews on its configuration
before starting up, thereby avoiding
any problems or damage.

« Highly flexible and precise white lists
let you define all exceptions required by
complex operational environments.

« Highly efficient programming techni-
ques result in almost non-measurable
CPU time consumption and no impacts.

« Strong self-monitoring guarantees
constant consistency checking, attack
detection, and highest availability.

« No kind of "Extra RACF", "Over RACF"
becomes established questioning the
transparency and effectiveness of your
actual security controls. All SF-No-
Evasion controls are completely trans-
parent and easy to audit.

» Know the "whole truth" about what's
really going on via fully-complete

logging:

SF-NoEvasion simply logs every critical
event —this is important! No tricky sup-
pression request will be honored any-
more! Isn't it suspicious if system
commands or resource accesses, for
example, are performed without being
logged?

It constantly enables all audit and
security relevant SMF records regardless
of your system programmer's parmlib
definitions. There is simply no reason to
omit any critical SMF record at any time!
Records service calls even when the
operating system does not provide audit
capabilities or allows callers to suppress
logging. For example, LDAP's authenti-
cation via RACF will neither always
create RACF SMF records nor update a
user profile by the "last use date".
Relieves you from the highly challen-
ging "log all or nothing" decisions resul-
ting from missing support of smooth
selection capabilities and granular
controls. For example, FTP either allows
all users or none for any batch job (JCL)
submission and spool access. Have you
also been surprised that FTP does not
record logon attempts with an invalid
user ID, but only those with invalid
passwords?
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» Prevent all unauthorized activity via
smart & smooth blocking:

+ SF-NoEvasion's smart blocking capabili-
ties include a wide spectrum of smooth
controls, also providing the option to
request confirmation for any action by
different media (e.g. console).

Replace your RACF password exit by
powerful password quality control. For
example, you may apply individual pass-
word policies to different kinds of users
matching their risk and skill levels —and
preventing "post-its" at terminals.
Perform password quality screening to
determine the rules and requirements
most of your users struggle with.
Prevent FTP from weakening your securi-
ty! Manage FTP security smart that criti-
cal data cannot escape and malicious
activity becomes impossible.

Achieve highly precise and granular
protection of critical commands and ser-
vices - "all or nothing" is finally history. E.
g. user authentication may be performed
by any product as soon as it runs in any
authorized mode. With SF-NoEvasion
you no longer need to allow any authori-
zed environment to perform authentica-
tion for all your user IDs, especially not
for your most critical ones. This signifi-
cantly improves protection of your Web/
Java applications available from outside.
« Prevent the use of highly critical but 100%
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unnecessary commands! For example,
there is never a reason why a RACF admi-
nistrator needs to issue a "SETROPTS
NOSAUDIT" command thereby disabling
important audit logging.

« Limit authorities depending on time,
weekday or presence of other employees.

« Prevent any weaknesses that may be
used for professional attacks! The pro-
vided attack-and-misuse detection in
real-time lets you react instantly, such
as by delaying failed logins, resuming
revoked user IDs automatically,and more.

» Compliance via automated modification
(completion) of commands and service
requests means true relief and efficiency:

« Perform automatic completion (modifi-
cation) of commands and service calls in
order to automatically comply with your
policy. This lets you fully automate your
compliance controls! E.g.,, any UACC > READ
will be automatically replaced by "UACC
(NONE)".

- Prevent the use of the mostly critical
PRIVILEGED attribute, which provides
free resource access without any logging
by the automatic "PRIVILEGED into
TRUSTED" conversion.

« Let all users coming via FTP, the Web
server or other environments automati-
cally receive the RESTRICTED attribute,
and disable all critical privileges.

FURTHER

COMPONENTS COMING WITH SF-NOEVASION®

»The "whole truth" is provided in a
standardized manner - of course, in
real-time!

+ SF-NoEvasion provides all its logs in a
standardized manner, namely as SMF
records. It thus easily becomes part of
your regular audit and log procedures.

+ A powerful SMF reporting utility is
included making all audit and security
relevant standard z/OS SMF records also
easy to use (e.g., RACF, DB2, TCP/IP etc.).

+ The provided plug and play Event For-
warder connects SF-NoEvasion easily to
any third-party monitoring solution,
such as SIEMs, IDS and others (e.g. CA,
Tivoli, ArcSight, etc.) — any medium is
supported (e.g. syslog, etc.).
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EVENT SOURCES AND USERS

regular SMF & syslog records created by al
other system components (RACF, DB2, etc.

'
general option for all your applications to }
finally access and process required SMF & 1
syslog records in real-time :

any third-party monitoring application may
receive events (e.g. CA, Tivoli, ArcSight, etc.)

non-mainframe events (e.g. from Windows,
UNIX, Linux, etc) '
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»SF-NOEVASION’S OPEN
CONCEPT ALLOWS EASY
INTEGRATION OF OTHER
EVENT SOURCES AND
USERS.«
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REAL-TIME SNIFFER
captures SMF & syslog in real-time
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FILE WATCHER

captures events exclusively recorded in
—| (disk) log files

v

EVENT FORWARDER h

log records, and forwards them via any medium

UNIVERSAL LOG SCANNER ‘
extracts events from multi-line system/appli-
cation log files of any complexity and format

SECURITY INFORMATION DN
AND EVENT MANAGEMENT (SIEM)
PC-based GUI for highly-efficient monitoring,

j selects events, formats standardized event
—

auditing and reporting

SPOOL MONITOR ‘
L-| captures events exclusively recorded in
spool files
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